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czyli jak wyglada seria niefortunnych zdarzen w cyberprzestrzeni

Artur Marek Maciagg, 31 Sierpnia 2024



Information shared in following presentation reflects
my personal point of view and are not related to my
present and previous employer. Personal research and
opinion are based on publicly available data and are
listed at end of this presentation.

| am happy to connect: https://www.linkedin.com/in/artur-maci%C4%85g-7864hb440/.

More information about Inicjatywa Kultury Bezpieczenstwa can be found on blog:
https://sci-ikb.blogspot.com.



https://www.linkedin.com/in/artur-maci%C4%85g-7864b440/
https://sci-ikb.blogspot.com/

Verification
Steps

1. Press
Windows Button
r|==|| + R

2. Press CTRL +
V

3. Press Enter



https://niebezpiecznik.pl/wp-content/uploads/2024/08/captcha-malicious.png

WYTRYCH #1: SWIADOMOSC

CYBER EFEKT DUNINGA KRUGGERA

pewnosc¢ siebie vs kompetencja

uswiadomiony brakK wiedzy

to, co faktycznie wiesz
Uwaziasz, ze jestes$ bezpieczny*
Myslisz, ze juz wiesz,
jednak nadal nie wiesz,
czego nie jestes SW|adom*

I\

Audyt zewnetrzny, ocena, proba, ¢wiczenie swiadomosci, cyber incydent

Wiesz, czego potrzebujesz
by eZuc sie bezpiecznie
eraz wiesz co musisz wiedziec,
aby ograniczy¢ przyszty wptyw na Ciebie,
wynikajgcy z tego, czego jeszcze nie wiesz.

Wzgdrze Gtupcow

Myslisz,
ze jestes bezpieczny*
Ale nie wiesz,

€ nie wiesz USW|adam|asz sobie swojg stabosé
czego nie jestes Swiadom*

Dowiadujesz sie, czego nie byte$ sSwiadom*
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#cyberEfektDK /




WYTRYCH #2: ZACHOWANIE

MODEL ZACHOWANIA JB FROGG-a

High Fogg Behavior Model
BehaviorModel.org
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= Prompts

: g succeed here
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Prompts
fail here
Low Contact B) ngﬁgissjnigogrg

Hard to Do

Easy to Do

Ability

https://www.behaviormodel.org/
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Ttumaczenie:

Behavior -> zachowanie

Motivation -> motywacja

Low -> niska

High ->wysoka

Ability -> mozliwosci

Hard to Do -> trudne do zrobienia

Easy to Do -> tatwe do zrobienia

Prompts succeed here -> naktanianie tutaj dziata
Action Line -> linia dziatania

Prompts fail here -> naktanianie tutaj nie dziata

#modelZachowanJ



https://www.behaviormodel.org/

" WYTRYCH #3: SKEADNIKI PORAZKI

TROJKAT PECHOWEJ) DWUNASTKI BLEDOW LUDZKICH

Nowe kontrole:

brak komunikac;ji

v’ Stosuj listy kontrolne

v’ Pytaj

v' Kwestionuj

v’ Potwierdz watpliwosci

v Nie prébuj (wiedz co robid)

v’ BadZ na biezgco

v’ Testuj innych

v’ Zmien perspektywe

v Miegj plan

v Nie akceptuj jesli sie nie zgadzasz

v' Réb co nalezy, a nie co tatwiejsze

v’ Skorzystaj z komentarzy dotyczgcych Ciebie
brak brak wspétpracy brak v' Réb przerwy

swiadomosci asertywnosci v Nie tam wtasnych zasad

v Dbaj o siebie

Okregi dotyczg personalengo nastawienial Linie okreslajg problemy ze wspotpraca |
Trojkat zewnetrzny opisuje oczywiste symptomy| Trojkat wewnatrz dotyczy ukrytych przyczyn
\ jka gtrzny opisuj y ymptomy| Trojka 3 yczy ukrytych przyczyn | #pechowa12/

presja




I The Cyber Security Body Of Knowledge CB’BGK

PHYSICAL CONTEXT
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Figure 4.1: Human behaviour in context, showing internal factors and contextual ones that
influence behaviour.



kkhkkkikkikkikkikkikkikkkhkkk

I Generacja lll haset wymaga duzego wysitku przy zapamietywaniu, w tym:
1

* Tych samych wrazen sensorycznych (np. ta sama klawiatura)

jednorazowe
* Na poczatku intensywnych powtdrzen w celu transferu z STM do LTM
* Pdzniej codziennego (czestego) uzywania dla utrzymania uzytecznosci
i <1 min
minuty Z czasem takie hasto jest uzywane poprzez mechanizm automatyczny
I 1
gen: i1V pisanie, przesuwanie
sekwencje | .
palca po ekranie
schematy <1 sec

gen llI JJ
lata losowa
fjr:‘t;L;:’ TYP PROSTE ZLOZONE WYSILEK WYSILEK UZYCIA
dtugie zdania ZAPAMIETANIA

SEKWENCYJNE PIN KOLEJNE KLAWISZE LATWE TRYWIALNE

(1234) (QWERTY)

I KONTEKSTOWE  DATA UPRAWNIENIE SREDNI LATWE
(5/10/90) (ADMINISTRATOR)

Il LOSOWE JEDNORAZOWE  SPELNIAJACE KRYTERIA BARDZO TRUDNE  BARDZO TRUDNE
(105 374) (KSOA~31#p)

IV SCHEMATYCZNE  PODSTAWIENIA  PODSTAWIENIE | KRYTERIA WYZWANIE TRUDNE
(PASS->1455) (STRONGPASSWORD

&7RONGP455worD)
Y DLUGIE ZDANIE  PIN WIZUALNY  WYRAZENIE HASLOWE® SREDNI LATWE

(1397) (czas na druga kawe)



WYSILEK / KOSZT
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Na site
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dziatajg
Szpiegowanie
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https://techcommunity.microsoft.com/t5/Azure-Active-Directory-ldentity/Your-Pa-word-doesn-t-matter/ba-p/731984



https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Your-Pa-word-doesn-t-matter/ba-p/731984

What Should We
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we do is important

Need To
Act Fast

We project our current mindset and
assumptions onto the past and future

Not Enough
Meaning

. We simplify probabilities and numbers
to make them easier to think about

We think we know what
other people are thinking



Tryb szybki — automatyczny
Tryb mieszany — optymalizacja
Tryb wolny — rozwazny

Emocje potrafig modyfikowac: / Known consequences \

* Motywacje (konsekwencije)
/ Default option

 Pewnosc siebie (umiejetnosci)
« Pamieé (doswiadczenia)
* Poczucie czasu (rzeczywistosc)

To co proste i znane

jest realizowane &\7 trends carbohydrates \@OO
: _— o
(natychmiastowa gratyfikacja) o*\c/ opinions fruits, vegetables

@‘Z/ orientation \g&!@/ water \
s\OJ\ : S . .
.\(\/ observations \/ exercise, activity \




Human emotion resonator
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fake physical context cognitive social

bias context

engineered behavior>

emotional resonator
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Phishing
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Privacy statement  ©2022 Microsoft



https://mrd0x.com/phishing-with-chromium-application-mode/

Observe Orient Decide Act

Implicit Im dplicit
: guidance
guidance & control

& control

Unfolding F”('}‘dr""
circumstances S—
- E;?.;g‘; ;*"a,h':;?s sion N4 1 A
Observations ' - Decision ction
(hypothesis) (test)
forward
Outside mo?‘n‘i“;m eggerv'e%%zs
information
Unfolding
Unfolding interaction
: . Feedback with
interaction .
with Feedback enwrolnment
environment Feedback

John Boyd's OODA loop



Government Layer
Organization Layer

People - Supervisory Layer
Persona Layer

Software Application Layer
Operating System Layer

Machine Language Layer

Cyberspace

__<

Logical Layer
(Communications Ports
And Protocols)

Physical Layer

Geographic Layer

8

Layer

CYBER TERRAIN

Government

Organization

People

Persona

Software Application

Operating System

Machine Language

osi

Geographic

Supervisory

Govt. Cyber Laws, Regulations, Policies, Frameworks, Agreements, etc.

Org. Cyber Policies, Procedures, Information Sharing Agreements, etc

Temporal

User IDs, Emails, Phone Numbers

Browsers,

Office Products, etc.

Win / *nix / Android /iOS / etc.

010100110101000001010010

INTERNET

Data Format

Protocols

Hardware, Cables (fiber, copper, etc)

Geographic Location & Dependencies

Govt.
Security
Org.
Security

Personnel
Security

Risk Remediation Analysis

Threat Susceptibility Scoring

Weakness Risk Analysis

Crown Jewels Analysis

W\idell CWE | CVE | CCE
By By | By v
EWal Layer | Layer | Layer

Vulnerability & Weakness Scoring

Ident. &
Auth.

App
Security

Host
Security

Network
Security

Infstr
Security

Physical
Security



http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html

Marriott Acquired hacked company Lack of communication, norms, lack of team work, lack of knowledge
(Starwood)

Equifax Hacking (platform vulnerability) Lack of resources, pressure, lack of team work, lack of awareness

Adult Friend Finder Hacking (Local File Inclusion) Lack of resources, pressure, lack of team work, lack of awareness, stress

Uber AWS credentials on Github Norms, complacency, pressure, lack of resources, lack of team work

Anthem Phishing/malware Lack of assertiveness, stress, pressure, fatigue, complacency, lack of

awareness

eBay User credentials Norms, lack of awareness, pressure, fatigue, lack of resources

JP Morgan Chase Hacking Lack of resources, pressure, lack of team work, lack of awareness, stress

Home Depot Malware/trojanAV Lack of resources, pressure, lack of team work, lack of awareness, stress

Yahoo User account hacked Norms, lack of awareness, pressure, fatigue, lack of resources

Target Stores Third party HVAC system Lack of communication, norms, lack of team work, lack of knowledge

OPM Hacking Lack of resources, pressure, lack of team work, lack of awareness, stress

Sony Hacking Lack of resources, pressure, lack of team work, lack of awareness, stress



Human factors — human failure types

Intended actions

Non-compliance - Intended consequences

Non- Unintentional

complianc.compl
Situational

Exceptional

Organisational benefit

Personal benefit

REHYESS

Routine non-compliance

https://www.energyinst.org/technical/human-and-organisational-factors/human-and-organisational-factors-human-failure-types

Rule-based

Knowledge-basec

Human failures

"Mistakes

\

y

Unintended actions

Errors - Unintended consequences

Lapses

Memory

Attention

A

y

Slips

Attention
Competition

\

y

Routine errors



Let’s start from the beginning



Human Factors decomposed part 1

List of human factors disciplines:
* Clinical Psychology

* Experimental Psychology
* Educational Psychology
* Organisation Psychology
 Anthropometric Science
* Cognitive Science

* Medical Science

* Computer Science

* Safety Engineering

* Industrial Engineering



Human factors decomposed part 2

Historical approach:

1487 — Leonardo DiVinci determines human limitation by Vitruvian
Man description

~1900 challenge-response system introduction in medicine:
“scalpel” - doctor requests, “scalpel” — nurse response

~1900 human to machine compatibility by trial and error approach

Around World Wars — human limitations and advantage of human
capabilities for equipment/tools suite and controls and displays
easier for operators to use




Human factors decomposed part 3

PEAR model:

* People who do the job

* Enviroment in which they work

* Actions they perform

* Resources neccessary to complete the job



Human factors decomposed part 4

“People who do the job” factors:

* Physical
* Physical size
¢ Sex
* Age
Strength
Sensory limitations

* Physiological
* Nutritional factors
Health
Lifestyle
Fatigue
Chemical dependency

* Psychological
* Workload
Experience
Knowledge
Training
Attitude
Mental or emotional state

* Psychosocial
* Interpersonal conflicts

Encourage the workers!



Human factors decomposed part 5

“Enviroment in witch they work” factors:

* Organisational
* Personnel
e Location inside/outside * Supervision
- Workspace * Labour-management relations
e Shift Pressures
Crew structure

* Physical
 Weather

* Lighting .
* Sound level ) S'Ze_Of c.o.mpany
. Safety * Profitability

Morale
Corporate culture

Create friendly enviroment!



Human factors decomposed part 6

“Actions they perform”, Job Task Analysis (JTA) factors:

* Actions

* Steps to perform a task

* Sequence of activity
Number of people involved

Information control
requirements

Knowledge requirements
Skill requirements
* Altitude requirements

* Certification requirements ldentify & manage job tasks!
* Inspection requirements



Human factors decomposed part /

“Resources neccessary to complete the job” factors:

e Resources

* Procedures, work cards * Workplace helpers
* Technical manuals * Fixtures

* Other people * Materials

» Test equipment * Tasklighting

e Tools * Training

« Computers and software * Quality systems

* Paperwork and sign-offs
* Neccesary equipment

Provide & monitor resources!



* Originated from 1980s-1990s incidents by Transport Canada
* |dentified most common 12 factors of human failure (no
order):

* Lack of communication * Norms

* Lack of assertiveness * Complacency
* Lack of awareness * Distraction

* Lack of knowledge * Fatigue

* Lack of teamwork * Pressure

* Lack of resources e Stress

|dentify root cause of human failure incidents!

http://www.skybrary.aero/index.php/The_Human_Factors_"Dirty_Dozen"
https://maritimecyprus.com/2016/12/27/the-deadly-dozen-12-significant-human-factors-in-maritime-safety/



Human factors decomposed - Dirty Dozen

Obvious factors, easy to find, Hidden factors, hard to find,
Mostly demonstrated Mostly not analyzed
* Lack of communication Norms .
e Lack of ti Complacency In.terlor

d assertiveness Distraction (mindset)
 Lack of awareness Fatigue
* Lack of knowledge Pressure

Stress Exterior

* Lack of teamwork (expectations)

Lack of resources

“blame factors” are “power factors” are mostly not identified, lead
responded with action Strongly coupled to recurring incidents and are weak responses
taken after incident to repair action taken

Bottom line — red factors can’t be repaired without addressing blue ones, but blue factors are also triggered by red ones.




Sample analysis:

lack of

Identified root cause factor ..
communication

Expression of personal values
within social environment
(accept or not failed norm)

Supporting factors Supporting factors

Nobody has time,
No acceptance for diversity

Misunderstanding of expectations,
Failure to “speak up” effectively

pressure

lack of
awareness

lack of
assertiveness

lack of teamwork

Internal' personal Dominant coupled factor than block resolution

Where pressure plays a role of incident accelerator



Sample re-analysis result

Lack of
communication Norms
5@ 5
48" 4
s , . 3@
Lack of resources s . Lack of assertiveness Stress o Complacency
s 2 ‘. 2 .
@ Y ¢ 1 »
<0 0 s
[ N ]
S e v
@:cccovccens @ P
Lack of teamwork Lack of awareness Pressure Distraction
Lack of knowledge Fatigue

Visualisation after re-analysis within new taxonomy:

v’ Initial lack of communication factor was decomposed into:

v’ Pressure existing from lack of teamwork.

v’ This negatively influences knowledge transfer and discourages assertiveness.
v Corrective actions are not to provide new technology for communication boost,
v’ but focus on building teamwork by “speak up” and transparency exercises.



Dirty dozen — Lack of communication A

Issues:
¥ Poor or non existing communication
¥ Lost in transmission

x Information recipient can make
assumptions about communication

x You should know that only 30% of
verbal communication is understood

x You should know that usually the
beginning and end of the message is
understood

x Body language is misunderstood or
neglected in person-to-person
communication

Countermeasures:
v"Write down complex instructions

v'Use checklists, logbooks, to
communicate work progress

v"Never assume that the work has been
completed

v"Ask if not understood
v"Reconfirm if not sure

v'Beware of culture effect on message
interpretation

v'Pay attention to body language

v Always repeat most critical part of
message at the end



Mapping Dirty Dozen of human errors to the
human abilities set underlying safe behaviour

12 human error causes
countermeasured with
36 advises expresed in
language of 46 human
abilities related to safe
behaviour creates
matrix of human error
cause —
countermeasure human
abilities

Dirty Dozen component

Advise 1

Advise 2

Advise 3

Lack of communication

Use checklists,
logbooks, to
communicate work
progress

Never assume that the
work has been

Ask if not understand

Lack of knowledge

Perform only job you
are trained to

Do not try to help if you
do not know how

If you do not know, ask for help

Lack of teamwork

Encourage team play
and communication

All team members need
to understad common
goal and way to reach it
i their duties

Promote disscusion to solve
issues

Lack of resources

Plan resource
utilization, maintain
resources and assets
supply

Manage resources
lifecycle

Don’t agree with safety
violations — probably you will
take responsibility when
something goes wrong

Respect for someone else's property
awareness of the consequences
awareness of the environment

altruism
assertiveness

the balance
intransigence
vigilance

empathy
individualism
communication
leaderhip

loyalty

'wisdom
independence
confidence
planning

sense of ownership
having a personal culture
sacrifice

lawfully

rationally
prudence
reliability
self-improvement
self-reliance
self-control
self-consciousness
meticulousness
effectiveness
observation
justice

resource awareness
cooperation
imagination
perseverance
management

care

x
x
x
x
x

Lack of assertiveness

Never compromise
your standards

Provide clear feedback
when a risk or danger is
perceived

Invite feedback

Lack of awareness

Use checklists,
logbooks, etc.

don’t assume situation,
ask for clarification, ask
for checkup

Constant questioning ,what if... 7]

Complecency

Always expect to find
something wrong

Never sign off on
something that you did
not fully check or
provide

Always double check your work

Distraction

Secure your
workplace and tools,
keep it safe and
clean to avoid
unexpected

If you can’t focus on job,
take a break to remove
distraction

job, go back and
double check what you think is
already completed

Fatigue

Forefeit complex
tasks if you know
that you are

Take care of yourself, eat,
healthy, be active and
maintain regular sleep

Be aware of the symptoms and
look for them in yourself and co-
workers

patern

Pressure

Ensure that pressure
is not self induced

Ask for extra help if time
is an issue

Communicate if you think you
will need more time to
complete job rather than rush
through it

Stress

Reduce stress level
by take time off or a
short break

Ask co-workers to
monitor your work

Excercise, eat healthy and have
sufficient ammount of rest to
|keep stress level under control

Norms

Erradicate negative
standards by rising
discussion about
them

Even if something looks
normal does not make it
correct

Ensure that everyone follows
the same standard

x




Expressing the competences in ability language
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Expressing the Dirty Dozen in Competences Language

Countermeasure competences

Dirty Dozen

Lack of communication
Lack of knowledge
Lack of teamwork
Lack of resources

Lack of assertiveness
Lack of awareness
Complecency
Distraction
Fatigue
Pressure
Stress
Norms
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We don’t need another hero!

COVID-19 vulnerabilities evolution for human exploitation
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